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Abstract
In this paper, we study the finite-region 𝐻∞ filtering problem for

two dimensional (2D) Markov jump systems (MJSs) subject to de-

ception attacks. First, the effect of deception attacks are considered

and the filtering error is modeled. The sufficient conditions to en-

sure the stability of the filtering performance are obtained by using

the Lyapunov function and linear matrix inequalities. Finally , the

effectiveness of the method is verified by a numerical example on

Darboux equation.
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1 Introduction
With the rapid development of information technology, networked

control systems have been widely used in various fields, such as

smart grids[1], driverless cars[2], industrial automation[3], and
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medical equipment[4]. However, due to the openness and complex-

ity of networks, networked control systems are vulnerable to vari-

ous attacks, especially deception attacks. These attacks attempt to

mislead the system’s decision-making process by forging or tamper-

ing with sensor data, which leads to system performance degrada-

tion or even failure. Researches on deception attacks have attracted

much attention from scholars. Reference[5] proposed network de-

ception attacks method that employs a Hidden Markov Model to

predict the most likely sequence of attack paths and deploys decoy

nodes along the predicted paths. Reference[6] studied the schedul-

ing of deception attacks for a class of discrete-time systems with

attack detection capabilities. Reference[7] affected by deception

attacks, the problem of state estimation for Markovian leapfrog

systems based on neural networks is explored. Reference[8] stud-

ied the sliding mode control of half-Markov jump cyber-physical

systems under randomly occurring deception attacks. Despite all

the results obtained, the problem of deception attack on control

systems is still a hot research issue.

2D systems have important applications in many areas of engi-

neering and science. In recent years, with a deeper understanding

of the system and a deepening of the breadth of practical applica-

tions, some of the more complex situations are difficult to describe

using 1D systems. Scholars have therefore begun to explore 2D

systems.Cheng 𝑒𝑡 𝑎𝑙 . [9] constructs a class of 2D MJSs based on the

roesser model and investigates its finite-region 𝐻∞ asynchronous

control problem. Shen 𝑒𝑡 𝑎𝑙 . [10] designed asynchronous fault de-

tection filters and explored the problem of fault detection in 2D

MJSs with roesser model. Reference[11] studied the asynchronous

event-triggered control problem for 2D MJSs in the presence of

random packet loss in the network, which effectively reduces the

pressure on network communication and ensures the stability and

performance of the closed-loop system. However, Research on the

control design problem for 2D MJSs are still scarce and need further

in-depth study.

Many research results have also appeared for filters.

Reference[12] explored the problem of dissipative asynchro-

nous filtering for a class of T-S fuzzy MJSs in the continuous time

domain. Reference[13] explored the design of robust fault detection
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for networked control systems with large transfer delays, and

designed 𝐻∞ fault detection filters based on the model developed.

Although scholars have conducted extensive research on filters,

there has been little study on the filtering domain of 2D MJSs based

on deception attacks.

Therefore, inspired by the above discussion, In this article, we

study and design an 𝐻∞ filtration problems for 2D MJSs based on

deception attacks. For the first time, deception attacks have been

combined with 2D MJSs to study their 𝐻∞ filtering problems, dis-

cussing the finite-region boundedness problem of 2D systems, and

by solving them, the filter gains are obtained to prove the system

stability of the system after being subjected to deception attacks. In

summary, it is relevant to study the finite-region filtering problem

for 2D MJSs under deception attacks. This paper contributes the fol-

lowing: 1.The studied system model incorporates more real-world

factors, including 2D characteristics, Markov jump parameters, dis-

turbances, and network attacks. 2.By employing suitable Lyapunov

functions and specific recursive formulas, we successfully investi-

gated the boundedness of the filtering error system within a finite

region and derived the requisite conditions.

2 Problem Formulation
Take into account the following 2D MJSs constructed using the

Roesser model: 
𝑥
†
𝑖, 𝑗

= 𝐴𝛼𝑖,𝑗 𝑥𝑖, 𝑗 + 𝐵𝛼𝑖,𝑗𝜔𝑖, 𝑗 ,

𝑦𝑖, 𝑗 = 𝐶𝛼𝑖,𝑗 𝑥𝑖, 𝑗 + 𝐷𝛼𝑖,𝑗𝜔𝑖, 𝑗 ,

𝑧𝑖, 𝑗 = 𝐿𝛼𝑖,𝑗 𝑥𝑖, 𝑗 ,

(1)

where 𝑥
†
𝑖, 𝑗

= 𝑐𝑜𝑙

[
𝑥ℎ
𝑖+1, 𝑗

𝑥𝑣
𝑖, 𝑗+1

]
, 𝑥𝑖, 𝑗 = 𝑐𝑜𝑙

[
𝑥ℎ
𝑖,𝑗

𝑥𝑣
𝑖, 𝑗

]
,

𝑥𝑖, 𝑗 ∈ R
𝑛
is the system state, including horizontal state 𝑥ℎ

𝑖,𝑗
and

vertical state 𝑥𝑣
𝑖, 𝑗
. 𝑦𝑖, 𝑗 ∈ R

𝑦
and 𝜔𝑖, 𝑗 ∈ R

𝜔
represent the mea-

sured output and the external disturbance, where 𝜔𝑖, 𝑗 is subject

to

∑
𝑖, 𝑗∈N1×𝑁2

𝜔T

𝑖, 𝑗
𝜔𝑖, 𝑗 < 𝑑 . 𝑧𝑖, 𝑗 ∈ R

𝑧
is the signal to estimate.

𝐴𝛼𝑖,𝑗 , 𝐵𝛼𝑖,𝑗 ,𝐶𝛼𝑖,𝑗 , 𝐷𝛼𝑖,𝑗 , 𝐷𝛼𝑖,𝑗 , 𝐿𝛼𝑖,𝑗 are the known system matrices,

which rely on the Markov chain 𝛼𝑖, 𝑗 . The values of 𝛼𝑖, 𝑗 shift in

M1 = {1, 2, . . . , 𝐻1} with probability matrix Π = {𝜋𝑖 𝑗 }:
Prob{𝛼𝑖+1, 𝑗 = 𝑛 |𝛼𝑖, 𝑗 =𝑚} = Prob{𝛼𝑖, 𝑗+1 = 𝑛 |𝛼𝑖, 𝑗 =𝑚} = 𝜋𝑚𝑛 .

(2)

where 𝜋𝑖 𝑗 ∈ [0, 1] and ∑𝛼0

𝑗=1
𝜋𝑖 𝑗 = 1 for ∀𝑖, 𝑗 ∈ M1.

we designed the filter as follows:{
𝑥
†
𝑖, 𝑗

= 𝐴𝑓 𝛼𝑖,𝑗 𝑥𝑖, 𝑗 + 𝐵𝑓 𝛼𝑖,𝑗𝑦𝑖, 𝑗 ,

𝑧𝑖, 𝑗 = 𝐿𝑓 𝛼𝑖,𝑗 𝑥𝑖, 𝑗 ,
(3)

where 𝑥
†
𝑖, 𝑗

= 𝑐𝑜𝑙

[
𝑥ℎ
𝑖+1, 𝑗

𝑥𝑣
𝑖, 𝑗+1

]
, 𝑥𝑖, 𝑗 = 𝑐𝑜𝑙

[
𝑥ℎ
𝑖,𝑗

𝑥𝑣
𝑖, 𝑗

]
,

𝑥𝑖, 𝑗 ∈ R
𝑛
is the filter state, including horizontal state 𝑥ℎ

𝑖,𝑗
and

vertical state 𝑥𝑣
𝑖, 𝑗
. 𝑧𝑖, 𝑗 ∈ R

𝑧
is the filter output. 𝐴𝑓 𝛼𝑖,𝑗 , 𝐵𝑓 𝛼𝑖,𝑗 , 𝐿𝑓 𝛼𝑖,𝑗

are the filter parameters.

This paper focuses on deception attacks, where attackers may

inject malicious information into the measurement signals. Accord-

ingly, the actual input to the filter can be described as follows:

𝑦𝑖, 𝑗 = 𝑦𝑖, 𝑗 + 𝜉𝑖, 𝑗 (−𝑦𝑖, 𝑗 + 𝛿𝑖, 𝑗 ) (4)

where 𝛿𝑖, 𝑗 represents deception attacks signal and | |𝛿𝑖, 𝑗 | |2 ≤
||𝐹𝑦𝑖, 𝑗 | |2, 𝐹 > 0 is a constant matrix used to denote the upper

Figure 1: The framework of 2D MJSs with deception attacks

bound of the deception attacks function; 𝜉𝑖, 𝑗 denotes a stochas-

tic variable that indicates the presence of a deception attack. This

variable adheres to the conditions of a Bernoulli stochastic binary

distribution:

Prob{𝜉𝑖, 𝑗 = 1} = 𝜉1, Prob{𝜉𝑖, 𝑗 = 0} = ¯𝜉1 = 1 − 𝜉1 (5)

where 𝜉1 ∈ [0, 1], 𝜉1 is a known constant.

Considering (1) , (4) and (3) with 𝛼𝑖, 𝑗 = 𝑚. From this, we can

formulate the following filtering error system:{
𝑥
†
𝑖,𝑗

= 𝐴𝑚𝑥𝑖,𝑗 +𝐶𝑚𝜔𝑖,𝑗 +𝐺𝑚𝛿𝑖,𝑗 + (𝜉𝑖,𝑗 − 𝜉1 ) × [𝐵̄𝑚𝑥𝑖,𝑗 + 𝐷̄𝑚𝜔𝑖,𝑗 + 𝐻̄𝑚𝛿𝑖,𝑗 ],
𝑧𝑖,𝑗 = 𝐿̄𝑚𝑥𝑖,𝑗 ,

(6)

where 𝑥
†
𝑖, 𝑗

= 𝑐𝑜𝑙

[
𝑥ℎ
𝑖+1, 𝑗

𝑥𝑣
𝑖, 𝑗+1

]
, 𝑥𝑖, 𝑗 =

𝑐𝑜𝑙

[
𝑥ℎ
𝑖,𝑗

𝑥𝑣
𝑖, 𝑗

]
, 𝑧𝑖, 𝑗 = 𝑧𝑖, 𝑗 −𝑧𝑖, 𝑗 , 𝑥ℎ𝑖,𝑗 = 𝑐𝑜𝑙

[
𝑥ℎ
𝑖,𝑗

𝑥ℎ
𝑖,𝑗

− 𝑥ℎ
𝑖,𝑗

]
,

𝑥𝑣
𝑖, 𝑗

= 𝑐𝑜𝑙

[
𝑥𝑣
𝑖, 𝑗

𝑥𝑣
𝑖, 𝑗

− 𝑥𝑣
𝑖, 𝑗

]
, 𝐴𝑚 =

[
𝐴11𝑚 𝐴12𝑚

𝐴21𝑚 𝐴22𝑚

]
, 𝐴11𝑚 =[

𝐴11𝑚 0

𝐴11𝑚 − (1 − 𝜉1)𝐵𝑓 1𝑚𝐶1𝑚 −𝐴𝑓 11𝑚 𝐴𝑓 11𝑚

]
,

𝐴12𝑚 =

[
𝐴12𝑚 0

𝐴12𝑚 − (1 − 𝜉1)𝐵𝑓 1𝑚𝐶2𝑚 −𝐴𝑓 12𝑚 𝐴𝑓 12𝑚

]
, 𝐴21𝑚 =[

𝐴21𝑚 0

𝐴21𝑚 − (1 − 𝜉1)𝐵𝑓 2𝑚𝐶1𝑚 −𝐴𝑓 21𝑚 𝐴𝑓 21𝑚

]
𝐴22𝑚 =

[
𝐴22𝑚 0

𝐴22𝑚 − (1 − 𝜉1)𝐵𝑓 2𝑚𝐶2𝑚 −𝐴𝑓 22𝑚 𝐴𝑓 22𝑚

]
, 𝐵𝑚 =[

𝐵11𝑚 𝐵12𝑚

𝐵21𝑚 𝐵22𝑚

]
, 𝐵11𝑚 =

[
0 0

𝐵𝑓 1𝑚𝐶1𝑚 0

]
,

𝐵12𝑚 =

[
0 0

𝐵𝑓 1𝑚𝐶2𝑚 0

]
, 𝐵21𝑚 =

[
0 0

𝐵𝑓 2𝑚𝐶1𝑚 0

]
, 𝐵22𝑚 =[

0 0

𝐵𝑓 2𝑚𝐶2𝑚 0

]
,𝐶𝑚 =

[
𝐶1𝑚

𝐶2𝑚

]
,

𝐶1𝑚 =

[
𝐵1𝑚

𝐵1𝑚 − (1 − 𝜉1)𝐵𝑓 1𝑚𝐷𝑚

]
,𝐶2𝑚 =[

𝐵2𝑚

𝐵2𝑚 − (1 − 𝜉1)𝐵𝑓 2𝑚𝐷𝑚

]
, 𝐷̄𝑚 =

[
𝐷̄1𝑚

𝐷̄2𝑚

]
, 𝐷̄1𝑚 =[

0

𝐵𝑓 1𝑚𝐷𝑚

]
,

𝐷̄2𝑚 =

[
0

𝐵𝑓 2𝑚𝐷𝑚

]
,𝐺𝑚 =

[
𝐺1𝑚

𝐺2𝑚

]
,𝐺1𝑚 =[

0

−𝐵𝑓 1𝑚𝜉1

]
,𝐺2𝑚 =

[
0

−𝐵𝑓 2𝑚𝜉1

]
, 𝐻𝑚 = 𝑐𝑜𝑙

[
H̄1m 𝐻2𝑚

]
,
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𝐻1𝑚 = 𝑐𝑜𝑙
[

0 −𝐵𝑓 1𝑚

]
, 𝐻2𝑚 = 𝑐𝑜𝑙

[
0 −𝐵𝑓 2𝑚

]
, 𝐿𝑚 =[

𝐿1𝑚 𝐿2𝑚

]
, 𝐿1𝑚 =

[
𝐿1𝑚 − 𝐿𝑓 1𝑚 𝐿𝑓 1𝑚

]
,

𝐿2𝑚 =
[
𝐿2𝑚 − 𝐿𝑓 2𝑚 𝐿𝑓 2𝑚

]
, E{𝜉𝑖, 𝑗 − 𝜉1} = 0, E{(𝜉𝑖, 𝑗 − 𝜉1)2} =

𝜉1
¯𝜉1,

Definition 2.1. [14] Given positive scalars 𝑐 , 𝑐1, 𝑐2, 𝑁1, 𝑁2 ∈ N+
and weighting matrices 𝑅ℎ > 0, 𝑅𝑣 > 0, for ∀ (𝑖, 𝑗) ∈ 𝑁1 × 𝑁2, the

filtering error system (6) is finite-region bounded, such that{
𝑥ℎ

T

0, 𝑗
𝑅̃ℎ𝑥ℎ

0, 𝑗
≤ 𝑐1,

𝑥𝑣
T

𝑖,0
𝑅̃𝑣𝑥𝑣

𝑖,0
≤ 𝑐2,

⇒ E
{
𝑥T

𝑖, 𝑗

[
𝑅̃ℎ 0

0 𝑅̃𝑣

]
𝑥𝑖, 𝑗

}
< 𝑐, (7)

where 𝑅̃ℎ = 𝑑𝑖𝑎𝑔{𝑅ℎ, 𝑅ℎ}, 𝑅̃𝑣 = 𝑑𝑖𝑎𝑔{𝑅𝑣, 𝑅𝑣}

Definition 2.2. [14] The filtering error system (6) performs the

𝐻∞ disturbance attenuation performance with 𝛾 > 0, such that

inequality (7) and the following inequality:

𝑁1∑︁
𝑖=0

𝑁2∑︁
𝑗=0

E{|𝑧𝑖, 𝑗 |2} ≤ 𝛾2

𝑁1∑︁
𝑖=0

𝑁2∑︁
𝑗=0

|𝜔𝑖, 𝑗 |2 . (8)

3 Main results
Theorem 3.1. For given positive scalars 𝑐 , 𝑐1, 𝑐2, 𝑑 > 0, 𝑁1, 𝑁2 ∈

N+, and weight matrices 𝑅ℎ > 0, 𝑅𝑣 > 0, ∀ (𝑖, 𝑗) ∈ 𝑁1 × 𝑁2, if
there exist scalars 𝛼,𝛾, 𝜉1, the filtering error system (6) is finite-region
bounded.It satisfies the 𝐻∞ disturbance weakening performance (8),
such that: 

P𝑚 ΨT

1𝑚
ΨT

2𝑚
ΨT

3𝑚
∗ P𝑛 0 0

∗ ∗ −𝜉1𝐼 0

∗ ∗ ∗ −𝐼

 < 0 (9)

𝛼0 (𝑁1 + 𝑁2)
{[
𝜆max (𝑃ℎ𝑚)𝑐1 + 𝜆max (𝑃𝑣𝑚)𝑐2

]
+ 𝛾2𝑑

}
min

{
𝜆min (𝑃ℎ𝑚), 𝜆min (𝑃ℎ𝑚)

} < 𝑐 (10)

where P𝑚 = −𝑑𝑖𝑎𝑔{𝛼𝑃ℎ𝑚, 𝛼𝑃𝑣𝑚, 𝑃ℎ𝑚, 𝑃𝑣𝑚, 𝛾2𝐼 , 𝜉1𝐼 },ΨT

1𝑚
=[√

𝜋𝑚1Ψ
T
′

11

√
𝜋𝑚2Ψ

T
′

12
. . .

√
𝜋𝑚𝐻1

ΨT
′

1𝐻1

]
,

ΨT
′

1𝑚
= [Θ1𝑚 Θ2𝑚 Θ1𝑚 Θ2𝑚 Θ3𝑚 Θ4𝑚]T ,Θ1𝑚 =[

𝐴T

11𝑚

√︁
𝜉1

¯𝜉1𝐵
T

11𝑚
𝐴T

21𝑚

√︁
𝜉1

¯𝜉1𝐵
T

12𝑚

]
T

,

Θ2𝑚 =

[
𝐴T

12𝑚

√︁
𝜉1

¯𝜉1𝐵
T

12𝑚
𝐴T

22𝑚

√︁
𝜉1

¯𝜉1𝐵
T

22𝑚

]
T

,Θ3𝑚 =[
𝐶T

1𝑚

√︁
𝜉1

¯𝜉1𝐷̄
T

1𝑚
𝐶T

2𝑚

√︁
𝜉1

¯𝜉1𝐷̄
T

2𝑚

]
T

,

Θ4𝑚 =

[
𝐺T

1𝑚

√︁
𝜉1

¯𝜉1𝐻
T

1𝑚
𝐺T

2𝑚

√︁
𝜉1

¯𝜉1𝐻
T

2𝑚

]
T

,ΨT

2𝑚
=

[𝐹𝐶1𝑚𝐻 𝐹𝐶2𝑚𝐻 𝐹𝐶1𝑚𝐻 𝐹𝐶2𝑚𝐻 𝐹𝐷𝑚]T , 𝐻 = [𝐼 0] ,
ΨT

3𝑚
=

[
𝐿1𝑚 𝐿2𝑚 𝐿1𝑚 𝐿2𝑚 0 0

]
T

,P𝑛 =

−𝑑𝑖𝑎𝑔{𝑃ℎ
−1

𝑛 . . . 𝑃ℎ
−1

𝑛︸         ︷︷         ︸
2𝐻1

, 𝑃ℎ
−1

𝑛 . . . 𝑃ℎ
−1

𝑛︸         ︷︷         ︸
2𝐻1

, 𝑃𝑣
−1

𝑛 . . . 𝑃𝑣
−1

𝑛︸         ︷︷         ︸
2𝐻1

, 𝑃𝑣
−1

𝑛 . . . 𝑃𝑣
−1

𝑛︸         ︷︷         ︸
2𝐻1

},

𝑃ℎ𝑚 = 𝑅ℎ
− 1

2

𝑃ℎ𝑚𝑅ℎ
− 1

2

, 𝑃𝑣𝑚 = 𝑅𝑣
− 1

2

𝑃𝑣𝑚𝑅𝑣
− 1

2

,
˜
𝑃ℎ𝑚 =

𝑑𝑖𝑎𝑔{𝑃ℎ𝑚, 𝑃ℎ𝑚}, ˜
𝑃ℎ𝑚 = 𝑑𝑖𝑎𝑔{𝑃𝑣𝑚, 𝑃𝑣𝑚},

Proof: To define the Lyapunov functions as follows:

𝑉 (𝑖, 𝑗) = 𝑉1 (𝑖, 𝑗) +𝑉2 (𝑖, 𝑗) = 𝑥ℎ
T

𝑖, 𝑗 𝑃
ℎ
𝑚𝑥ℎ𝑖,𝑗 + 𝑥𝑣

T

𝑖, 𝑗 𝑃
𝑣
𝑚𝑥𝑣𝑖, 𝑗 (11)

Π𝑦,𝛿 = 𝜉1𝑦
T

𝑖, 𝑗𝐹
T𝐹𝑦𝑖, 𝑗 − 𝜉𝛿T

𝑖, 𝑗𝛿𝑖, 𝑗 ≥ 0 (12)

By means of the Schur complement, we can infer from (9) that

E
{
𝑉1 (𝑖 + 1, 𝑗) +𝑉2 (𝑖, 𝑗 + 1) − 𝛼𝑉 (𝑖, 𝑗) − 𝛾2𝜔T

𝑖, 𝑗𝜔𝑖, 𝑗

}
+ Π𝑦,𝛿 < 0

(13)

Combining (12) and (13), we have

E
{
𝑉1 (𝑖 + 1, 𝑗) +𝑉2 (𝑖, 𝑗 + 1) − 𝛼𝑉 (𝑖, 𝑗) − 𝛾2𝜔T

𝑖, 𝑗𝜔𝑖, 𝑗

}
< 0 (14)

let 𝑉̃ (𝑘) = ∑
𝑖+𝑗=𝑘 𝑉 (𝑖, 𝑗),𝑊̃ (𝑘) = ∑

𝑖+𝑗=𝑘 𝜔
T

𝑖, 𝑗
𝜔𝑖, 𝑗 , for 𝑘 < 𝑁1 +𝑁2,

E
{
𝑉̃ (𝑘) − 𝛼𝑉̃ (𝑘 − 1)

}
< E

{
𝑉1 (0, 𝑘) +𝑉2 (𝑘, 0) + 𝛾2𝑊̃ (𝑘 − 1)

}
(15)

By applying successive substitutions of (15) and since 𝑊̃ (1) ≥ 0,

we obtain

E
{
𝑉̃ (𝑘 ) − 𝛼𝑘−1𝑉̃ (1)

}
= E

{
𝑉̃ (𝑘 ) − 𝛼𝑉̃ (𝑘 − 1) + 𝛼

[
𝑉̃ (𝑘 − 1) − 𝛼𝑉̃ (𝑘 − 2)

]
+ · · · + 𝛼𝑘−2

[
𝑉̃ (3) − 𝛼𝑉̃ (1)

]}
< E

{
𝑉1 (0, 𝑘 ) +𝑉2 (𝑘, 0) + 𝛼 [𝑉1 (0, 𝑘 − 1) +𝑉2 (𝑘 − 1, 0) ]

+ · · · + 𝛼𝑘−2 [𝑉1 (0, 2) +𝑉2 (2, 0) ]
+𝛾2𝑊̃ (𝑘 − 1) + 𝛼𝛾2𝑊̃ (𝑘 − 2) + · · · + 𝛼𝑘−1𝛾2𝑊̃ (1)

}
= E

{ 𝑘∑︁
𝑙=2

𝛼𝑘−𝑙 [𝑉1 (0, 𝑙 ) +𝑉2 (𝑙, 0) + 𝛾2𝑊̃ (𝑙 )
]}

(16)

E
{
𝑉̃ (𝑘 )

}
<E

{
𝑘∑︁
𝑙=1

𝛼𝑘−𝑙 [𝑉1 (0, 𝑙 ) +𝑉2 (𝑙, 0) + 𝛾2𝑊̃ (𝑙 )
]}

≤ max{1, 𝛼𝑁1+𝑁2 } (𝑁1 + 𝑁2 )
[
𝜆max (𝑃ℎ𝑚 )𝑐1 + 𝜆max (𝑃𝑣

𝑚 )𝑐2 + 𝛾2𝑑

]
(17)

on the other hand,

E
{
𝑉̃ (𝑘 )

}
≥ E

{
𝑥ℎ

T

𝑖,𝑗 𝑃
ℎ
𝑚𝑥ℎ𝑖,𝑗 + 𝑥𝑣T

𝑖,𝑗 𝑃
𝑣
𝑚𝑥𝑣

𝑖,𝑗

}
≥ 𝜆min (𝑃ℎ

𝑚 )𝑥ℎT

𝑖,𝑗 𝑅
ℎ𝑥ℎ𝑖,𝑗 + 𝜆min (𝑃𝑣

𝑚 )𝑥𝑣T

𝑖,𝑗 𝑅
𝑣𝑥𝑣

𝑖,𝑗

≥ min

{
𝜆min (𝑃ℎ

𝑚 ), 𝜆min (𝑃𝑣
𝑚 )

}
𝑥T

𝑖,𝑗𝑅𝑥𝑖,𝑗

(18)

Putting together (17) with (18),we have

𝑥T

𝑖,𝑗𝑅𝑥𝑖,𝑗 <
max{1, 𝛼𝑁1+𝑁2 } (𝑁1 + 𝑁2 )

[
𝜆max (𝑃ℎ𝑚 )𝑐1 + 𝜆max (𝑃𝑣

𝑚 )𝑐2 + 𝛾2𝑑
]

min

{
𝜆min (𝑃𝑣

𝑚 ), 𝜆min (𝑃𝑣
𝑚 )

} < 𝑐

(19)

Consequently, the filtering error system (6) is finite-region bounded

.This is the end of the proof of the finite-region bounded part.

By Schur complement, we are able to deduce from (9) that

E
{
𝑉1 (𝑖 + 1, 𝑗 ) +𝑉2 (𝑖, 𝑗 + 1) − 𝑉 (𝑖, 𝑗 ) − 𝛾2𝜔T

𝑖,𝑗𝜔𝑖,𝑗 + 𝑧T

𝑖,𝑗𝑧𝑖,𝑗

}
+ Π𝑦,𝛿 < 0

(20)

Combining (12) and (20), we get

E
{
𝑉1 (𝑖 + 1, 𝑗) +𝑉2 (𝑖, 𝑗 + 1) −𝑉 (𝑖, 𝑗) − 𝛾2𝜔T

𝑖, 𝑗𝜔𝑖, 𝑗 + 𝑧T

𝑖, 𝑗𝑧𝑖, 𝑗

}
< 0

(21)
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Summing both side from 0 to 𝑁1 and 0 to 𝑁2, we have

𝑁2∑︁
𝑗=0

[
𝑥ℎ

T

𝑁1+1, 𝑗𝑃
ℎ
𝛼𝑁

1
+1, 𝑗

− 𝑥ℎ
T

0, 𝑗𝑃
ℎ
𝛼0, 𝑗

𝑥ℎ
0, 𝑗

]
+

𝑁1∑︁
𝑖=0

[
𝑥𝑣

T

𝑖,𝑁2+1
𝑃𝑣𝛼𝑖 ,𝑁2+1

𝑥𝑣𝑖,𝑁2+1
− 𝑥𝑣

T

𝑖,0𝑃
𝑣
𝛼𝑖,0

𝑥𝑣𝑖,0

]
<

𝑁1∑︁
𝑖=0

𝑁2∑︁
𝑗=0

E
{
𝛾2𝜔T

𝑖, 𝑗𝜔𝑖, 𝑗 − 𝑧T

𝑖, 𝑗𝑧𝑖, 𝑗

}
(22)

By considering the zero bound conditions, we get:

𝑁1∑︁
𝑖=0

𝑁2∑︁
𝑗=0

E
{
𝛾2𝜔T

𝑖, 𝑗𝜔𝑖, 𝑗 − 𝑧T

𝑖, 𝑗𝑧𝑖, 𝑗

}
> 0 (23)

𝑁1∑︁
𝑖=0

𝑁2∑︁
𝑗=0

E
{
|𝑧𝑖, 𝑗 |2

}
< 𝛾2

𝑁1∑︁
𝑖=0

𝑁2∑︁
𝑗=0

|𝜔𝑖, 𝑗 |2 (24)

Thus, the filtering error system (6) is finite-region bounded .It sat-

isfies the finite-region 𝐻∞ performance condition. The proof is

finished.

Theorem 3.2. The filtering error system (6) is finite-region
bounded . It satisfies the 𝐻∞ capabilities decay level (8), for𝑚 ∈ 𝐻1,
if there exist symmetric matrices 𝑃ℎ𝑚, 𝑃𝑣𝑚 , positive definite symmetric
matrices𝐺1,𝐺2, scalars𝛾 > 0,𝜓1 > 0,𝜓2 > 0,𝜓3 > 0,𝜓4 > 0 andma-
trices 𝐴𝑓 11𝑚, 𝐴𝑓 12𝑚, 𝐴𝑓 21𝑚, 𝐴𝑓 22𝑚, 𝐵̂𝑓 1𝑚, 𝐵̂𝑓 2𝑚, 𝐿̂𝑓 1𝑚, 𝐿̂𝑓 2𝑚 , such
that


P′
𝑛 0 0 Ψ1𝑚

∗ −𝜉1𝐼 0 Ψ2𝑚

∗ ∗ −𝐼 Ψ3𝑚

∗ ∗ ∗ P𝑚

 < 0 (25)

𝜓1 < 𝑃ℎ𝑚 < 𝜓2 (26)

𝜓3 < 𝑃𝑣𝑚 < 𝜓4 (27)[
−𝑐 + 𝛼0 (𝑁1+𝑁2 )𝑑

𝜓0

√︁
𝛼0 (𝑁1 + 𝑁2) (𝜓2𝑐1 +𝜓4𝑐2)

∗ −𝜓0

]
(28)

where

P′
𝑛 = ∗ − 𝑑𝑖𝑎𝑔{(𝐺T

1
− 𝑃ℎ𝑛 +𝐺1) . . . (𝐺T

1
− 𝑃ℎ𝑛 +𝐺1)︸                                        ︷︷                                        ︸

4𝐻1

,

(𝐺T

2
− 𝑃𝑣𝑛 +𝐺2) . . . (𝐺T

2
− 𝑃𝑣𝑛 +𝐺2)︸                                        ︷︷                                        ︸

4𝐻1

},

Ψ1𝑚 =

[√
𝜋𝑚1Ψ

T
′

11

√
𝜋𝑚2Ψ

T
′

12
. . .

√
𝜋𝑚𝐻1

ΨT
′

1𝐻1

]
T

,Ψ′
1𝑚

=[
Θ′

1𝑚
Θ′

2𝑚
Θ′

1𝑚
Θ′

2𝑚
Θ′

3𝑚
Θ′

4𝑚

]
,

Θ′
1𝑚

=

[
𝐴T

′
11𝑚

√︁
𝜉1

¯𝜉1𝐵
T
′

11𝑚
𝐴T

′
21𝑚

√︁
𝜉1

¯𝜉1𝐵
T
′

12𝑚

]
T

,Θ2𝑚 =[
𝐴T

′
12𝑚

√︁
𝜉1

¯𝜉1𝐵
T
′

12𝑚
𝐴T

′
22𝑚

√︁
𝜉1

¯𝜉1𝐵
T
′

22𝑚

]
T

,

Θ3𝑚 =

[
𝐶T

′
1𝑚

√︁
𝜉1

¯𝜉1𝐷̄
T
′

1𝑚
𝐶T

′
2𝑚

√︁
𝜉1

¯𝜉1𝐷̄
T
′

2𝑚

]
T

,Θ4𝑚 =

[
𝐺T

′
1𝑚

√︁
𝜉1

¯𝜉1𝐻
T
′

1𝑚
𝐺T

′
2𝑚

√︁
𝜉1

¯𝜉1𝐻
T
′

2𝑚

]
T

,

𝐴′
11𝑚

=

[
𝐺T

1
𝐴11𝑚 0

𝐺T

1
𝐴11𝑚 − (1 − 𝜉1)𝐵̂𝑓 1𝑚𝐶1𝑚 −𝐴𝑓 11𝑚 𝐴𝑓 11𝑚

]
, 𝐵′

11𝑚
=[

0 0

𝐵̂𝑓 1𝑚𝐶1𝑚 0

]
, 𝐷̄1𝑚 =

[
0

𝐵̂𝑓 1𝑚𝐷𝑚

]
,

𝐴′
12𝑚

=

[
𝐺T

1
𝐴12𝑚 0

𝐺T

1
𝐴12𝑚 − (1 − 𝜉1)𝐵̂𝑓 1𝑚𝐶2𝑚 −𝐴𝑓 12𝑚 𝐴𝑓 12𝑚

]
, 𝐵′

12𝑚
=[

0 0

𝐵̂𝑓 1𝑚𝐶2𝑚 0

]
, 𝐷̄2𝑚 =

[
0

𝐵̂𝑓 2𝑚𝐷𝑚

]
,

𝐴′
21𝑚

=

[
𝐺T

2
𝐴21𝑚 0

𝐺T

2
𝐴21𝑚 − (1 − 𝜉1)𝐵̂𝑓 2𝑚𝐶1𝑚 −𝐴𝑓 21𝑚 𝐴𝑓 21𝑚

]
, 𝐵′

21𝑚
=[

0 0

𝐵̂𝑓 2𝑚𝐶1𝑚 0

]
,𝐺1𝑚 =

[
0

−𝐵̂𝑓 1𝑚𝜉1

]
,

𝐴′
22𝑚

=

[
𝐺T

2
𝐴22𝑚 0

𝐺T

2
𝐴22𝑚 − (1 − 𝜉1)𝐵̂𝑓 2𝑚𝐶2𝑚 −𝐴𝑓 22𝑚 𝐴𝑓 22𝑚

]
, 𝐵′

22𝑚
=[

0 0

𝐵̂𝑓 2𝑚𝐶2𝑚 0

]
,𝐺2𝑚 =

[
0

−𝐵̂𝑓 2𝑚𝜉1

]
,

𝐶′
1𝑚

=

[
𝐺T

1
𝐵1𝑚

𝐺T

1
𝐵1𝑚 − (1 − 𝜉1)𝐵̂𝑓 1𝑚𝐷𝑚

]
,𝐶′

2𝑚
=[

𝐺T

2
𝐵2𝑚

𝐺T

2
𝐵2𝑚 − (1 − 𝜉1)𝐵̂𝑓 2𝑚𝐷𝑚

]
, 𝐻1𝑚 = 𝑐𝑜𝑙

[
0 −𝐵̂𝑓 1𝑚

]
,

𝐻2𝑚 = 𝑐𝑜𝑙
[

0 −𝐵̂𝑓 2𝑚

]
,𝜓0 = min

{
𝜆min (𝑃ℎ𝑚), 𝜆min (𝑃ℎ𝑚)

}
. The

filter gains are given by 𝐴𝑓 11𝑚 = 𝐺−T

1
𝐴𝑓 11𝑚,

𝐴𝑓 12𝑚 = 𝐺−T

1
𝐴𝑓 12𝑚, 𝐴𝑓 21𝑚 = 𝐺−T

2
𝐴𝑓 21𝑚, 𝐴𝑓 22𝑚 =

𝐺−T

2
𝐴𝑓 22𝑚, 𝐵𝑓 1𝑚 = 𝐺−T

1
𝐵̂𝑓 1𝑚, 𝐵𝑓 2𝑚 = 𝐺−T

2
𝐵̂𝑓 2𝑚,

𝐿𝑓 1𝑚 = 𝐿̂𝑓 1𝑚, 𝐿𝑓 2𝑚 = 𝐿̂𝑓 2𝑚 , such that:

Proof: Using Schur compensation, we can obtain
P𝑛 0 0 Ψ1𝑚

∗ −𝜉1𝐼 0 Ψ2𝑚

∗ ∗ −𝐼 Ψ3𝑚

∗ ∗ ∗ P𝑚

 < 0 (29)

Using the matrix 𝑑𝑖𝑎𝑔{𝐺T

1
. . . 𝐺T

1︸     ︷︷     ︸
4𝐻1

,𝐺T

2
. . . 𝐺T

2︸     ︷︷     ︸
4𝐻1

, 𝐼 , 𝐼 , 𝐼 , 𝐼 , 𝐼 , 𝐼 , 𝐼 , 𝐼 },, we

perform an equivalence transformation on inequality (29),resulting

in: 
ˆP𝑛 0 0 Ψ1𝑚

∗ −𝜉1𝐼 0 Ψ2𝑚

∗ ∗ −𝐼 Ψ3𝑚

∗ ∗ ∗ P𝑚

 < 0 (30)

where

ˆP𝑛 = −𝑑𝑖𝑎𝑔{(𝐺T

1
𝑃ℎ

−1

𝑛 𝐺1) . . . (𝐺T

1
𝑃ℎ

−1

𝑛 𝐺1)︸                               ︷︷                               ︸
4𝐻1

,

(𝐺T

2
𝑃𝑣

−1

𝑛 𝐺2) . . . (𝐺T

2
𝑃𝑣

−1

𝑛 𝐺2)︸                               ︷︷                               ︸
4𝐻1

Due to the fact that−𝐺T

1
𝑃ℎ

−1

𝑛 𝐺1 < −𝐺T

1
+𝑃ℎ𝑛−𝐺1 and−𝐺T

2
𝑃𝑣

−1

𝑛 𝐺2 <

−𝐺T

2
+ 𝑃𝑣𝑛 − 𝐺2, (30) is equivalent to (25). Next, we apply some

constraints on 𝑃ℎ𝑚, 𝑃𝑣𝑚 and the inequality (10) is transformed into

inequality (28). The proof is finished.
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4 simulation example
Here, we will demonstrate the effectiveness of the designed filter by

simulating the Darboux equation [15]. The Darboux equation can

be transformed into a 2D MJS by a technique similar to that used

in [15]. For this case, this model of 2D MJSs consists of two modes

of operation and the respective system matrices are as follows.

Mode 1: 𝐴(1) =

[
0 1

0.45 0.05

]
, 𝐵 (1) =

[
0.5

0

]
,𝐶 (1) =[

0.5 0

]
, 𝐷 (1) = 0.1, 𝐿(1) =

[
0.5 0.1

]
.

Mode 2: 𝐴(2) =

[
0 −0.3

0.2 0

]
, 𝐵 (2) =

[
0.5

0

]
,𝐶 (2) =[

0.1 0.6
]
, 𝐷 (2) = 𝐷 (1) , 𝐿(2) = 𝐿(1) .

The other parameters are set as: 𝑐1 = 𝑐2 = 0.3, 𝛼 = 1.01, 𝜉1 =

0.3, 𝐹 = 0.3, 𝑑 = 0.01, 𝜗1 = 1, 𝜗2 = 4, 𝜗3 = 1, 𝜗4 = 4, 𝑁1 =

𝑁2 = 10, 𝑅ℎ = 𝑅𝑣 = 𝐼 ,Π =

[
0.3 0.7

0.8 0.2

]
. By solving the matrix

inefficiency in Theorem 2, we get

Mode 1: 𝐴𝑓 (1) =

[
−0.0146 0.8925

0.7718 0.3275

]
, 𝐵𝑓 (1) =[

0.2380

0.6251

]
, 𝐿𝑓 (1) =

[
0.4019 0.00008

]
.

Mode 2: 𝐴𝑓 (2) =

[
−0.0136 0.9198

0.3796 0.7774

]
, 𝐵𝑓 (2) =[

0.3030

0.3859

]
, 𝐿𝑓 (2) =

[
0.4628 −0.00007

]
. with 𝑐 = 56.0573

and the optimized 𝐻∞ noise attenuation performance

𝛾 = 3.7067. For 0 ≤ 𝑖 ≤ 5, 0 ≤ 𝑗 ≤ 5, let the bound-

ary condition 𝑥𝑖,0 = 0.2, 𝑥0, 𝑗 = 0.3, and disturbance input

𝜔𝑖, 𝑗 = 0.1𝑒−0.01𝑗
cos(2𝑖). Assume the function of deception attacks:

𝛿𝑖, 𝑗 = −𝑡𝑎𝑛ℎ(0.3𝑦𝑖, 𝑗 ). Fig. 2 illustrates the schema transformations

(1) for 2D MJSs. The designed filter’s error response regarding

𝑧𝑖, 𝑗 is shown in the Fig. 3. From the Fig. 3, it can be observed that

the filtering error 𝑧𝑖, 𝑗 tends towards zero and stabilizes within a

certain range.

Figure 2: 2D MJSs modes

5 Conclusion
In this paper, we investigate a finite-region𝐻∞ filter design method

for 2D MJSs with high transient performance requirements under

random network attacks. The phenomenon of randomly occurring

deception attacks is modeled in a unified way using Bernoulli pro-

cesses to portray the phenomenon. Sufficient conditions are given

to guarantee that the filtering error system is finite-region bounded

Figure 3: Filtering error 𝑧𝑖, 𝑗

for a given level of 𝐻∞ disturbance attenuation. Finally, numerical

example is used to verify the effectiveness of the method proposed

in this paper.
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